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Classification of Security Issues and Proposed Solutions for
Software Defined Networks (SDN)

Yaser Teymurzade
Department of IT, University of Shiraz, E-mail: teymurzade@gmail.com

Abstract. Traditional IP networks are very complex and hard to mange. Implementing network according to predefined
policies and reconfigure it to respond to faults are cumbersome. Furthermore, control and data layers are bundled
together. Software Defined Networks (SDN) are an emerging paradigm that separate data layer from control layer and
bring progammability to networks. Although SDNs have many advantages at network programmability, enforcing
polices and contoling networks, but they have different security challenges and problems. In this article, security issues
that are directly related to SDN are categorized to seven different categories: unathurized access, data leakage, data
modification, malicious/compormised application, denial of service, configuration issues and system level SDN
security. Each of these issues and proposed solutions for them are reviewed and finally conclusions are made.

Keywords: software defined network, SDN, network security, security attacks, counter measurements
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