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The use of the Cynefin framework in the face of the dynamics
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Abstract. Deciding in complex and dynamic environments such as
cyberspace, which is associated with rapid changes and diversity have
high risk .Unfortunately, most research on cyber state awareness has
focused on technology and has not paid much attention to human-based
decisions. While in critical situations, such as real-time attacks, there is
a need for human intervention in decision making. For this reason,
cyber security professionals and managers need a model or framework
for making decisions that are appropriate to any situation caused by
cyber security crises. In this research, we will introduce the Cynefin
framework and how it will be used to make the right decision in dealing
with the various situations caused by a cyber-attack to reduce risk. In
addition to mapping the situations of cyberattack in the hypothetical
scenario on the five domains of the Cynefin framework, such as
disorder, obvious, complicated, complex, and chaotic, we will
eventually show how the Cynefin framework can help professionals and
managers recognize the current state of affairs and the appropriate
response in complex conditions, based on the relationship of cause and
effect.

Keywords: Cynefin framework, Cyberspace Security, Complexity,
Complex Adaptive Systems, Decision making
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