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Abstract

The Internet of Things (loT) has introduced new advances in sensors, Internet technologies, and
communication protocols. Sensors in the 10T network have the important task of collecting information from
the environment in which they are located. These sensors face important limitations such as limited energy
resources, data storage, transmission, and processing power. In addition to the inherent limitations of the
network's sensor nodes, they are vulnerable to a variety of security threats due to the presence of invasive
and malicious nodes. In previous research, less attention has been paid to the issue of energy conservation
and secure routing. Accordingly, in this paper, an energy-aware and secure protocol for routing data in the
Internet of Things is presented. This protocol detects and prevents data compromise by simultaneously using
the heuristic and Elliptic-curve Diffie-Hellman (ECDH) cryptographic method. The evaluation shows the
proper performance of the proposed protocol compared to competing protocols. The results showed that the
protocol managed to improve the metrics for the number of lost packets by 13.44%, the throughput by
86.55%, and the power consumption by 0.022% for 250 nodes.

Keywords: Internet of Things, Energy-Aware Routing, Secure Routing, Heuristic Algorithms, Elliptic-curve
Diffie-Hellman Cryptography.
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Compute Shared Secret (5 =dz3,)
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