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Abstract

The current trend in the field of computer systems is moving in the direction that users, instead of launching
the services they need on traditional data centers, procure them from providers that provide these services
through the Internet and are responsible for setting them up and maintaining them. These centers have a pool
of resources that create the image of unlimited resources for users. Also, the services of these providers benefit
from a high degree of flexibility, as a result of which the client can receive exactly the resources corresponding
to their needs and pay the same amount. With the expansion of cloud data centers, the placement of virtual
machines in existing systems with awareness of factors such as security, energy and data traffic between
different machines has become main concerns of these centers. This is because not paying attention to these
factors and using random, greedy or intermittent algorithms entails high financial and security costs for cloud
service providers. In this study, we were able to provide a way to improve the security and location of virtual
machines compared to other methods using a more accurate and appropriate decision to improve each,
respectively, by an average of 15% and 23%.

Keywords: Security risks awareness, Virtual machine placement, Cloud computing, Performance in cloud
centers
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l input: W1,W2,W3,W4, Requested VM

2 Output: Assignment of Vm to a Pm

3 pm List: all pms in cloud center

4, candidate pms <- all Pm € pm_List s.t. pm has enough resources for
% Vm

6. for pm in candidate_pms:

1 if user in pm.user list:

8 score|pm.name| += W1

9. score|pm.name| += calculate_date()

10. score| pm.name| = W3

11,

12. end If

13. score[pm.name| = pm core * W4

14, end for

15. calculate date()

16. return date.now - user.safenessDate
17. assign Vim to pm with most score
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