JCWR2022 % A AP @Ot uniicracon

Ny 11-12, 2022; Tehran,h-an K N -/ 40OWebResearch

Security Analysis and Improvement of Sureshkumar
et al. Authentication Scheme

Mohammad Reza Servati*!, Masoumeh Safkhani?

1 M.Sc. student of Computer Engineering, Shahid Rajaee Teacher Training University, Tehran, Iran
Mohammadreza.servati@sru.ac.ir

2Associate Professor of Computer Engineering, Shahid Rajaee Teacher Training University, Tehran, Iran
Safkhani@sru.ac.ir

Abstract

The widespread development of wireless networks and cloud computing has provided numerous benefits to
individuals in the community. These networks have applications in the fields of health and medicine,
including medical wireless sensor networks. One of the concerns in these networks is security. In the context
of activities in this area, the issue of security and privacy remains one of the challenges, and only a small
number of schemes have been able to achieve good security from the proposed schemes. Sureshkumar et al.
recently presented an authentication scheme for loT-based smart medical services, claiming that it is resistant
to known attacks. This paper demonstrates that Sureshkumar et al. authentication's scheme is vulnerable to
traceability, integrity contradiction, and de-synchronization attacks. This paper also examines the security of
Sureshkumar et al. authentication's protocol using the Scyther tool, which verifies the accuracy of the
presented attacks. In this paper, we also make recommendations to improve Sureshkumar et al., so that this
protocol can provide complete security against all active and passive attacks, particularly the attacks
presented in this paper.
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Scyther results : verify x

Claim
kumar U kumaru Secretru Ok
kumar,u1 Nisynch Fail
kumar,u2 Alive Fail
kumaru3 Weakagree Fail
G kumar,G Secretrg Ok
kumar,G1  Nisynch Ok
kumar,G2 Nisynch Ok
kumar,G3  Alive Ok
kumar,G4 Weakagree Ok
S kumar,S Secretrs Ok
kumar,S1 Nisynch Ok
kumar,s2  Alive Ok
kumarS3  Weakaaree ok

Done.

Status

Falsified

Falsified

Falsified

Comments Pattern
No attacks within bounds.

Exactly 1 attack. 1 attack
Exactly 1 attack. 1 attack
Exactly 1 attack. 1 attack

No attacks within bounds.

No attacks within bounds.

No attacks within bounds.

No attacks within bounds.

No attacks within bounds.

No attacks within bounds.

No attacks within bounds.

No attacks within bounds.

Nn arfacks within hannd<
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