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Abstract

In recent years, with the proliferation of 10T devices, edge computing has gained tremendous attention
from academic and industry communities. Edge computing is an extension of cloud computing that allows
loT services to be run close to data sources at the edge of network. This characteristic fulfills the low latency
requirements of loT applications and leads to better use of available computing, storage and network
resources. However, there are two main problems in this area: 1) The need for optimal edge resource
allocation considering the large amount of data produced by 1oT; and 2) The need for security and data
integrity considering the data produced by various 10T device sources.

For the first problem, applying load balancers to make the best use of fog resources could be the
solution, and for the second problem, blockchain as a basic cryptographic technology is one of the solutions
that has been increasingly considered recently. This new paradigm has key points such as security, privacy
and scalability. In order to solve the mentioned problems, in this paper, a blockchain-based load balancer is
proposed. In the proposed method, blockchain is used to confirm the integrity of data in edge computing and
Particle Swarm Optimization (PSO) algorithm is used to optimally allocate edge resources.

Keywords: Blockchain, loT, Edge Computing, Security, Load Balancing, Particle Swarm Optimization.
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1. Calculate average resource wastage cost using equation
3-2

Compute PSO({t;})

For all “ready” tasks {t} € T do

Select tasks{t;} for resources {p;} according to the
solution provided by PSO

End for

Dispatch all the mapped tasks

Wait for polling time

Update the ready task list

Update the average resource wastage

0 Start blockchain for offload confirmation
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